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OCHOBHbIE MPEMMYLLECTBA ANSIBLE
NMPOCTOTA B OYHKUMNOHAJIbHbIE BE3OIMACHOCTb
MCNoJib30BAHUU BO3MOXHOCTHU
e [lpocTou g3bik Ha ocHoBe YAML *  PasBepTbiBaHME NpUNOXKEHUN e He TpebyeT areHTa Ha KAneHTe
*  He TpebyeT HaBbIKOB *  YnpaBneHue U3MeHeHMIMHU e MeHble ya3BUMOCTEN U
nporpaMMmMpoBaHunA CNOXHOCTEN C angenTamMm
*  ABTOMaTtM3aums paboumx
* [locnepoBaTtenbHOE BbINOAHEHUE npoueccos * OpenSSH & WinRM B kauectse
cENED TpaHcnopTa
*  OpkecTpaumsa Mexay pasnnmyHbiMu
e ABTOMaTM3auUMa Ans BCeX nnatdopmamu e JcCKanauus npusuaerui

BbICTPO MOJIYYUTb OPKECTPALIUS MPUNOXXEHUS PABOTATb BOJIEE

PE3YNIbTAT U NOBbICUTDb MU CEPBUCA B TEYEHUE SPDEKTUBHO U BOJIEE
NPOMN3BOAUTEJIbHOCTb YXU3HEHHOIO UMKJIA BE3OMNACHO

Q redhat.



RED HAT ANSIBLE AUTOMATION

e Ansible - A3bIk 019 asTomMaTmsaumm UT-nHOpPaCTpyKTypbl U
NPUIOXKEHUIM C MOMOLLbIO CLUEeHapueB

e Ansible Engine - [IBUXOK ans 3anycka n paboTsl
cueHapues

e Ansible Tower - nnardopma/cucrema ynpasneHums
Ansible-aBToMaTn3auuen KOpNOpaTUBHOIO Kaacca,
obecneymBatoLas:

A) TOWER  Froes  ioventorie

Job Status

o BO3MOXHOCTb aBTOMaTU3MpOBaTb paboumne npowecchol
W onpenenvTb B3aMMOCBSA3b MeXay CLeHapUsMu

o ponesas MoAenb AOCTyna A5 3anycka CLueHapues

o  LLeHTpanu30BaHHOE BbINOJIHEHWE 3344 C
perncrtpaumen cobbITMin U X CTaTyCoOM

o rpadwuueckmin uHtepdenc n REST API

Recently Used job Templates
L 4

Q redhat.



RED HAT ANSIBLE AUTOMATION

RED HAT

ANSIBLE

Automation

RED HAT ANSIBLE TOWER
Scale + operationalize your automation

CONTROL KNOWLEDGE DELEGATION

RED HAT ANSIBLE ENGINE
Support for your Ansible automation

SIMPLE POWERFUL AGENTLESS

FUELED BY AN INNOVATIVE OPEN SOURCE COMMUNITY

Q redhat.



ANSIBLE - PROJECT & PRODUCT

Open Source Red Hat Ansible Automation
(Communities) (Enterprise)

OPS - IT Managers, “Teams”

W 7 REDSHAT' .
E xS ANSIBLE
NETOPS - Network Operations
Bottom-Up Top-Down
Influence Strategy
RED HAT' ANSIBLE ENGINE
ANSIBLE ANSIBLE" Networking Add-On
Engine

DEV - Playbook Authors, “Individuals”

‘ rednat.



ANSIBLE - 3TO YHUBEPCAJIbHbIN A3bIK
< @ -
@
&

BUSINESS DEV QA/SECURITY IT OPERATIONS

Ansible is the first automation language that can be read and written across IT.

Ansible is the only automation engine that can automate the entire
application lifecycle and continuous delivery pipeline.

Q redhat.



YTO MOXHO CLAENATD, MCMOJIb3YA ANSIBLE

Automate the deployment and management of your entire IT footprint.

Do this...
Orchestration Configuration Application Provisioning Conti.nuous Security and
Management Deployment Delivery Compliance
On these...

Q redhat.



KOHBEPTUPYEM MPOLELYPbl B ANSIBLE PLAYBOOKS

o >
1.  Create VLAN

2. Add port to VLAN - ‘
2
3

3. Address Interface

Method of Procedure Playbook

® Define Intent, Policy, Architecture

® Apply across device type, vendor

Q redhat.



ANSIBLE AUTOMATION ARCHITECTURE
<>

[web]
webserserl.example.com
webserver2.example.com
[fw]

asal.example.com

PUBLIC / PRIVATE

CLOUD %

OMNLMOHANBHO - vars
ANSIBLE’S AUTOMATIS

! ' HOSTS
INVENTORY API

CueHapuu B popmate YAML
3apay4m BbINOSIHAKOTCS
nocnenoBaTenbHO

BbI30B BCTPOEHHbIX MOAyNen

MODULES PLUGINS “
NETWORKING
ANSIBLE PLAYBOOK

BcTpoeHHbie Moayu

https://docs.ansible.com/ansible/latest/modules/modules_by category.html
Python, ntobo apyroi a3bik
Paclwumnpstot dyHKUMOHAN

‘ rednat.


https://docs.ansible.com/ansible/latest/modules/modules_by_category.html

ANSIBLE PLAYBOOK (CLLEHAPUI)

- hosts: network Inventory: The devices to configure
vars:
site domain name: 'example.net'
network name servers: Variables: The key/value pairs that change
- 8.8.8.8 from device to device
- 8.8.4.4

log host: 10.2.2.3

tasks:
- name: Configure the hostname and domain name Tasks: The tasks to perform on those devices
net system:
hostname: "{{ inventory hostname }}"
domain name: "{{ site_domain name }}"
name servers: "{{ network name servers }}"

- name: configure host logging
net logging:
dest: host
name: "{{ log host }}"

Q redhat



ANSIBLE MODULE EXAMPLE -‘COMMAND’

® Executes command on device
® Provides output for further
processing

- hosts: network
gather_facts: no
connection: local
tasks:

- name: show version
ios_command:

commands :
- show version
wait_for:
- result[@] contains
Version
register: results
- set_fact:

PLAY [network]

KRR S S S S S S I S O O S R S I S R

TASK [show version and show interfaces]

R I R R I I I I R O I I I S I I I I R I R I S S S S

ok: [rtri]

TASK [set_fact]

R I R I I R I I S I S I S S R I R R I S S I S T

ok: [rtri]

TASK [debug]

R I R R O I O I I I I S I R I R I S S S I S T

ok: [rtri] => {
"ver": [
"16.06.01"
]
}
PLAY RECAP

R R I O R R R S R R I I R I S R R R I R I S S S R S S R S I I S S I S S S I S S I

rtri : ok=3 changed=0 unreachable=0 failed=0

ver: "{{ results.stdout[0]|regex_search('Version ([0-9.]+)',6 '\\1') }}"

- debug: var=ver

Q redhat



ANSIBLE MODULE EXAMPLE -‘CONFIG’

First Run:
PLAY [network]

EE R R R R R R R R R R T I I I I I R I I I S I I S I R I S I S S T

TASK [configure hostname]

EE R R R R R R R R T I I I I R I I I I I S I R I I S I S I S

changed: [rtri]

PLAY RECAP

R I R R R S R R I I R I S S R I R R I R S S S S R S S R S S I S S I S R S O S S I S

rtri : changed=1 unreachable=0 failed=0

Second Run:
PLAY [network]

R I R R R S R I I I S I O R I R R I S R S R S R S S R S I I S S I S I S O S S S

TASK [configure hostname]

R I R R R S R I I I S I O R I R R I S R S R S R S S R S I I S S I S I S O S S S

- hosts: network
gather_facts: no

connection: local PLAY RECAP

taSksl Rk S I Sk I S S S S S S S R S I I I S O S I I S kS

- name: configure hostname
ios_config:
lines:
- "hostname {{ inventory_ hostname }}"

changed=0 unreachable=0 failed=0

Q redhat



ANSIBLE MODULE EXAMPLE -‘FACTS’

PLAY [network]

EE R I R R R S R R I I I R R R R R R S S S S R S I S R S S I S R I S S R S O S I

TASK [Get facts]

KRR I R R I S S S Ik S S R Rk S Sk S S S R Sk

TASK [debug]

KRR I R R I S S S Ik S S R Rk S Sk S S S R Sk

PLAY RECAP
- hosts: network R R I I S I R b I b S I I I R S I S I S R i R b b S S b S I b I S S
connection: local : changed=0 unreachable=0 failed=0
gather_facts: False

tasks:
- name: Get facts
ios_facts:
gather_subset: all

- debug: msg="Serial Number is {{ ansible_net_serialnum }}"

Q redhat



ANSIBLE GALAXY. POJIA

Ponu no3sonaoT 06beauHNUTL CLLeHapuM COBMECTHO C 3aAa4aMu, NepeMeHHbIMM, LwabnoHamu

Q Search

Keyword v

Community

erjac77

6

f5devcentral

6

f5devcentral

)

Ansible Galaxy - peno3sutopui, cogepxawmin 6onee 15000 ponen, OTKPbITbIX U FTOTOBbIX K MCMONb30BAHUIO

BestMatch v | |3

10 Results  Active filters Clear Al Filters

£ module-f5bigip [

Ansible module for 5 BIG-IP

S EE=m

£ bigip-ansible-virtual... [E
Ansible role to configure nodes/pools and virtual server on
the BIG-IP

S 0B ER

£ bigip-toggle-nodesta... [

Ansible role to enable/disable pool member on BIG-IP

S 0 E = ER

& rancid-git [

RANCID 2 fork with Git support. Also includes customizations

& 66 Downloads % 5 Stars
@ 5 Watchers @3 Forks

Last Imported a month ago
Best Match 0.3231

& 32 Downloads % 0 Stars
® 5 Watchers @0 Forks

Last Imported 7 months ago
Best Match 03110

& 27 Downloads * 1Stars
® 5 Watchers 0 Forks

Last Imported 7 months ago
Best Match  0.3077

® . % Login

W Popular Tags

Eee e s B EBA

W Popular Platforms

/ is your hub for fitdic

sharing Ansiblé cortent +
i v

https://galaxy.ansible.com/

=3



https://galaxy.ansible.com/

[MPUMEP - POJIM ANSIBLE ON14 ACL

[E) started.yaml =H

/ ‘2 d.yaml dependencies:
stopped.ya

Bl roles B acl B meta E) main.yaml ac1_name: DEMO_ACL
B .gitignore B api/tasks Bl tasks o v
[E) eos.yaml 10 pernit ip 172.31.10.9/28 any
@ backup configs.yaml - backup/tasks i vars - 20 permit ip 172.31.11.0/24 any
e - I - 3@ permit ip 172.31.12.0/24 any
@ Ios'yam - 40 permit ip 172.31.13.8/24 any
@ deploy acl yaml - ntp - 5@ permit ip 172.31.14.0/24 any
=0 X @ main yaml - 60 permit ip 172.31.15.8/24 any
E) deploy_ntp.yaml I system ios:
- permit ip 172.31.18.2 ©.0.8.255 any
) - permit ip 172.31.11.0 ©.0.0.255 any
[£) enable_eapi.yaml [E) acl.yami - permit ip 172.31.12.0 0.0.0.255 any
- - permit ip 172.31.13.2 ©.0.8.255 any
- name: configure devices - permit ip 172.31.14.0 9.0.8.255 any
hosts: all - permit ip 172.31.15.2 ©.0.8.255 any
roles:

- name: configure acl entries on devices
role: acl

https://github.com/privateip/network-demo

name: backup existing config to local host

role: backup

Q redhat.


https://github.com/privateip/network-demo

RED HAT ANSIBLE TOWER



ANSIBLE TOWER ARCHITECTURE

ANSIBLE PLAYBOOKS

P ANSIBLE CLI & CI SYSTEMS

ROLE-BASED KNOWLEDGE SCHEDULED &
ANSIBLE ACCESS CONTROL & VISIBILITY CENTRALIZED JOBS

SIMPLE USER INTERFACE TOWER API

OPEN SOURCE MODULE LIBRARY
PLUGINS PYTHON CODEBASE
TRANSPORT
SSH, WINRM, ETC.
INFRASTRUCTURE NETWORKS CONTAINERS CLOUD SERVICES
AUTOMATE LINUX, ARISTA, DOCKER, AWS, DATABASES,
YOUR WINDOWS, cisco, EXC GOOGLE CLOUD, LOGGING,
ENTERPRISE UNIX JUNIPER AZURE .. SOURCE CONTROL
MANAGEMENT...
e._»9 vig
— o R 2, : |
V= e \ - - I ®
___________ >  USECASES v— 4 o |
CONFIGURATION APP CONTINUOUS SECURITY &
PROVISIONING MANAGEMENT DEPLOYMENT DELIVERY COMPLIANCE ORCHESTRATION

https://www.ansible.com/products/tower

Q redhat.


https://www.ansible.com/products/tower

ANSIBLE TOWER - ABTOMATU3ALMNA

e 3anyck cueHapueB HAaXXaTMEM OAHOMN KHOMKM

e Wmnopt cueHapues n3 SourceControlManagers (SCM, e.g. Git)

e CLI, REST API, remote execution, nHterpaumm c Cl/CD tools

vary: Accept
X-API-Time: 0.001s

"vit: “/api/vis

“current_version®

“available_versions": {

“description”: “Ansible Tower REST API",
“/api/vist

@ower  prOECTs  veNTORES  joBTEMPLATES  j08S Quabor % = & O
osraonto EXECUTE COMMAND
95 0 5 0 22 1 *MODULE @ ARGUMENTS @
Hosts FALED HOSTS IveNToRiEs INVENTORY SYNC FALURES PROjECTS PROJECT SYNC FAILURES
yum v name=openssl| state=latest
JOB STATUS PERIOD  PASTMONTH v JOBTYPE AL v VIEW AL v
HOST PATTERN @ *MACHINE CREDENTIAL @
2
host1:host2 Q. Staging ssh key
2|
_
2 . *VERBOSITY ©
@ ENABLE PRIVILEGE ESCALATION @
i 0 (Normal) v
dm  oms  om o o v owod  oMos o088 oMo ownz  GWiA  Owne  ows  owa0 0822 oum
e
FORKS @
RECENTLY USED JOB TEMPLATES VIEW AL RECENT JOB RUNS VIEW AL 0 e TOWER REST API (2] ¢
NAME ACTIVITY ACTIONS NAME TIME
REST API
Create VMware Engineering Instance s 2 @ Create VMware Engineering Instance. 8/23/2016 8:13:27 AM
Expire VMWare Hosts o 2 @ Expire VMWare Hosts 8/23/2016 2:00:34 AM o
PTION
Copy and upgrade tower.testing "'” e 5 4 ® Expire VMWare Hosts 8/22/2016 11:01:06 PM REST APl OPTIONS GET
Update License Server LALA AL L LL P @ Copy and upgrade tower.testing 872212016 9:03:37 PM
: GET /api/7format-api
@ Copy and upgrade towertesting 8/22/2016 2:19:50 PM
HTTP 200 OK
Allow: GET, HEAD, OPTIONS
Content-Type: application/json

O redhat.



ANSIBLE TOWER - KOHTPOJIb N RBAC

e TOWER  PROJECTS  INVENTORIES  TEMPLATES  JOBS CLOUDFORMS
JOBS / 248 - APPLY STANDARD CONFIGURATION PERMISSIONS
“NAME DESCRIPTION
DETAILS REMOVE VMWARE HOST @ ok (@) oU ‘f, CloudForms Inventory Script
STATUS ® successful
o 1:00:07 AM XEY *TYPE ©
FINISHED 1:00:12 AM Red Hat CloudForms M
Update License Server @)
A U (e VIMa e o i)l oo- eesasestrtiocesouescusatebastavus it coeotsusstueetasaacutt tnussuehes e DErALS
s e T N i
| install required packages via yum] * https://cloudforms07.bit63.net admin

License Server

skipping: [74.207 .226]

Update License Server

expire_time: 1453164676
vmware_host: cent7issue TASK: [ansiblelicense | enable maintenance page]

TASK: [ansiblelicense | check ssh connection to github] *

PLAY RECAP

@ License

00000000 TASK: [ansiblelicense | update setuptools]

store.ym| TASK: [ansiblelicense | update pip]

License Server Deployment TASK: [ansiblelicense | create unprivileged user for ansiblelicense] ****
Store skipping: [74.207.226.226)

TASK: [ansiblelicense | configure ansiblelicense directory permissions]

ORGANIZATION @
Q. Bit63

*PASSWORD
SHOW | sesssasense

Help Desk | Add Permissions

1 Please select resources from the lists below.

,,,,,,,,,,,,,,,,,,,,, sunenbvaslll 000001 JOB TEMPLATES 'WORKFLOW TEMPLATES PROJECTS

NAME =«

Demo Job Template

INVENTORIES CREDENTIALS

Add Permissions

DESCRIPTION %

KEY

e Peructpauus Bcex aencramsa B b/l
e (taTyc BbINONHEHMS cueHapues (Jobs)

O VICTOpMFI BbIMOJ/IHEHHbIX 3a4au4

YnpaBneHue Ha YpOBHE OpraHu3aumii, paboumnx rpynn

XpaHeHme NMOJIb30BATE/IbCKMX AAHHbIX B LUI/IdeOBaHHOM Bunae

He Hapo umetb YYETKU Ha KIIMEHTAX

Q redhat.



ANSIBLE TOWER - YINPABJIEHME

INVENTORIES / MANAGE CLOUD STAGING SERVERS / EDIT Demo Job Template | SURVEY @)
ADD SURVEY PROMPT
CLOUD SERVERS % PROMPT
How many instances you need to deploy?
NOTIFICATIONS
DESCRIPTION
*NAME DESCRIPTION SOURCE JBOSS EAP instances to deploy
Cloud servers Amazon EC2 v * ANSWER VARIABLE NAME ©
eap_count
CLOUD CREDENTIAL REGIONS @ INSTANCE FILTERS @
& * ANSWER TYPE
Q. Amazon keys x  US East (Northern Virginia) tag:Name=*staging*
Integer v
ONLY GROUP BY @ UPDATE OPTIONS JOB TEMPLATES SCHEDULES / JOB TEMPLATE SCHEDULES.EDIT MINIMUM MAXIMUM
¥ Overwrite @ 1 5 100
¥ Overwrite Variables @ DAILY REMEDIATION
[} Update on Launch @ DEFAULT ANSWER
* NAME * START DATE (MM/DD/YYYY) * START TIME (HH24:MM:SS) 10
Daily remediation 10/03/2016 01 2l:f23 ;45
VARIABLES @ @ YAML O JSON
* LOCAL TIME ZONE * REPEAT FREQUENCY REQUIRED
LIS America/New_York -2 Day
FREQUENCY DETAILS CANCEL
° INuHaMumnueckas WHBEHTApMU3aLMS KITNEHTOB o Mcnonb3oBaHue ONpoOCHUKa ONngd 3agaHnga gor. napaMeTpoB

o 3aI'IYCK cueHapueB no pacnmMcaHnio

Infoblox 3 .

ﬁ #prodOps Notification
YBegoMnenus B pexxume peasibHOro BpeMeHu ACCIE e

Q redhat.



ANSIBLE TOWER - YINPABJIEHUE 'WORKFLOW’

EDIT WORKFLOW

KEY: === On Success === On Fail == Always o Project Sync o Inventory Sync TOTAL TEMPLATES @@ &%

Demo Job Templa...
Demo Job Templa... <
P Demo Project Demo Job Templa...

Demo job Templa...

DEMO JOB TEMPLATE

m PROJECT SYNC INVENTORY SYNC

SEARCH Q KEY
Demo Job Templa...

NAME =
@® Demo Job Template INFO
ITEMS 1-10F1
*TYPE
® On Success

D On Failure

CANCEL SELECT

BcTpoeHHbIvi pegakTop paboumx npoueccos / workflow:

Provision — Configure — Deploy — Scale

Build — Test — Promote — Verify — Deploy

e Bo3MOXHOCTb rpynnMpoBaTth CLLEHAPUK B 3aBUCMMOCTM OT YC/IOBUI U PE3YNbTATOB BbINOJHEHWUS NPeAbIAYLLErO

O Ponesas moaenb u pe3ynbTaT BbIMOJIHEHNA 3a4a4

Q redhat.



ANSIBLE AUTOMATION - NETWORKING



; MANAGING NETWORKS
; HASN’T CHANGED
; IN 30 YEARS.

Networks are mission critical

Every network is-a-unique snowflake
Ad-hoc changes that proliferate
Vendor spegific implementations
Testing is‘expensive/impossible



NETWORKTOCODE - NETDEVOPS SURVEY (NOV. 2016)

Git

Ansible

Puppet

Cl
NAPALM
Chef
Saltstack
Keyword based testing .-
stackstorm [JjI
Anuta Networks |00
Apstra Aos ||

Q redhat.



KAK PABOTAET ANSIBLE -> NETWORK

Control Node

Managed Network Devices

Inventory «we L -
Network Element
(A) SSH =
Playbook : /
Network Element
’ SSH, API
Module Network Element
s
Modules: Control Node:

Handles execution of remote

Managed Nodes (Inventory):
system commands

Any client system (server, laptop, VM) A collection of endpoints being

running Linux or Mac OSX

managed via SSH or API.

Q redhat.



ANSIBLE - START SMALL, THINK BIG

Three high-level benefits for successful network operations

TEST

DEPLOY

DEVELOP

OPERATE

PLAN

INFRASTRUCTURE AS YAML
e Automate backup & restores
e Manage “golden” versions of configurations

CONFIGURATION MANAGEMENT
e (Changes can be incremental or wholesale
e  Make it part of the process: agile, waterfall, etc.

ENSURE AN ONGOING STEADY STATE
e  Schedule tasks daily, weekly, or monthly
e Perform regular state checking and validation

Q redhat.



TRANSFORMING THE NETWORKING

Use Ansible to manage, validate, and continuously track
heterogeneous network device configurations and deployments.

PHYSICAL NETWORK DATA CENTER HYBRID CLOUD & CONTAINER

STATE VALIDATION FABRIC AUTOMATION NETWORK INTERCONNECT
45 630+
Networking Networking
platforms modules
https.//www.ansible.com/overview/networking




NETWORK AUTOMATION PROGRESS

https://docs.ansible.com/ansible/devel/modules/list_of network_modules.html

MonHbIM cnncok noaaep>kmBaembix Red Hat

Ansible Engine Networking Add-On nnatdopm

n Mopynen:

https://access.redhat.com/solutions/3184741
https://docs.ansible.com/ansible/latest/modul

es/network_maintained.html

17 Platforms
141 Modules

7 Platforms
28 Modules

]
2.1 2.2

May 2016 Oct 2016

29 Platforms
267 Modules

Persistent
Connections

NETCONF

Support

2.3

Apr 2017

33 Platforms
463 Modules

Declarative
Intent

Aggregate
Resources

Platform
Agnostic

2.4

Sep 2017

40 Platforms
572 Modules

network cli
connection

plug-in

NETCONF
connection

plug-in

Better
Logging

XML
Filters

More
Docs

2.5

Mar 2018

45 Platforms
639 Modules

net_get
net_put

netconf_get

netconf_rpc

httpapi
connection
plug-in

2.6

Jun 2018



NETWORK MODULES: BUILT-IN DEVICE ENABLEMENT

A10 Dell 0S6, 0S9, 0S10 Mellanox ONYX
Apstra AOS Exoscale Ordnance
Arista EOS, CVP Extreme EX-OS, SLX-0S NETCONF
Aruba Networks F5 BIG-IP, BIG-1Q Netvisor
AVI Networks Fortinet FortlOS, FMGR OpenSwitch
Big Switch Networks Huawei CloudEngine Open vSwitch (OVS)
Brocade Ironware lllumos Palo Alto PAN-OS
Cisco ACI, AireOS, ASA, I0S, Infoblox NIOS Nokia NetAct, SR OS
05-XR, Meraki, NSO, NX-05 Juniper JunOS Ubiquiti EdgeOS
Citrix Netscaler

Lenovo CNOS, ENOS VyOS

Cumulus Linux



PLAYBOOK EXAMPLE: NETWORK AUTOMATION

- name: configure ios interface
hosts: ios01
tasks:
- name: collect device running-config
ios command:
commands: show running-config interface GigabitEthernet0/2
provider: “{{ cli }}”

register: config

name: administratively enable interface (ansible) [network]$ ansible-playbook ios_interface.yaml

ios_config:
lines: no shutdown PLAY [configure ios interface] ks ks s s s s s o oo o oo oo
parents: interface GigabitEthernet0/2

provider: “{{ cli }}” TASK [collect device running-config] **xkkkkkkkkkkkkkkkkkkkhhkhkkkkkk

when: ‘”shutdown” in config.stdout[0]" ok: [ios01]

name: verify operational status TASK [administratively enable interface] ***kkkkkkkkkkkkkkkkkkkkkkkk

ios command:
commands :
- ShOW interfaces GlgabltEthernetO/Z TASK [verlfy operational Status] hkhkhkhkkhkkhkhkkhkkhkhkkhkkhkhkkhkhkhkhkkhkkkhkkhkkkkhkk
- show cdp neighbors GigabitEthernet0/2 detail ok: [ios01]
waitfor:

— result[O] Contains ‘line prOtOCOl is up’ PLAY RECAP ***kxkkkkkkkkkkhkkkhkkhhkhkhkhkhkhkhhkhkhhkhkhhkhkhhkhkhkhkhkhkhkhkkkhhkhkkkkkkhkk

- result[l] contains ‘iosxr03’ : ok=3 unreachable=0 failed=0
- result[l] contains ’10.0.0.42’
provider: “{{ cli }}”




EXTRAS FOR NETWORK AUTOMATION

tasks:
- name: configure eos system properties
domain name: ansible.com

Network vrf: management
Resource when: ansible network os ==

Modules - name: confiaure nxos system properties

domain name: ansible.com
vrf: management
when: ansible network os == 'nxos'

Per Platform Implementation
Focused on managing a resource
Declarative by design

Handles complexity

eos

$ ansible -m ios facts routers -c network cli
studentl-rtrl | SUCCESS => {
"ansible facts": {
"ansible net all ipv4 addresses": [

Network Facts: e
For non-Linux systerns "ansible net all ipv6 addresses": [],
"ansible net filesystems": [
there are vendor : "bootflash:"
SpECiﬁC modules for "énsiblefnetigatherisubset“: [
fact collection SR
“interfaces"

1,
"ansible net hostname": "ip-172-17-1-238",
"ansible net image": "bootflash:csrl@00v-universalk9.16.05.01b.SPA.bin",



EXTRAS FOR NETWORK AUTOMATION, #2

Loop Method
("With_items”) o= Execution per VLAN

500 VLANS = 500 Module Executions

SSH ACCESS

SERVER WITH ANSIBLE INSTALLED NETWORK DEVICE

https://www.ansible.com/blog/

Aggregate § Bxecution for all VEANS accelerate-ansible-networking-
]

MEthOd - 500 VLANSs = 1 Module Execution ooy aggregate_resources

(new -

Ansible 2.4)

SSH ACCESS

SERVER WITH ANSIBLE INSTALLED NETWORK DEVICE



DECLARATIVE INTENT WITH ANSIBLE

- name: configure interface

net interface:

name: GigabitEthernet0/2

NB NOt Al.l. Dec|ared

. . — description ublic interface configuration
Modules & Configuration P P °
Parameters enabled: yes

state: connected
Intended 3 neighbors:
State™ host: core-01
port: Ethernet5/2/6

- name: configure bgp neighbor CONFIGURATION
net bgp neighbor: Only perform configuration. Ignore resource state on the device

peer: 1.1.1.1
- name: validate bgp neighbor

net bgp neighbor:
VALIDATE STATE peer: 1.1.1.1
Only perform state validation. Ignore configuration of the resource

remote_as: 65000

enabled: yes

nbr state: established
pfx rx: 16593
pfx tx: 132

https;//www.ansible.com/blog/networking-features-in-ansible-2-4
https://www.ansible.com/blog/coming-soon-networking-features-in-ansible-2.5#Module




GIT FOR NETWORK AUTOMATION

nxosconfig.txt

1) Store everything in Git with version control:
e playbooks, roles, inventories,
e configs, other files

+ name ServerNetwork2

2) Track drift of config files with diff in Git

@ Merge request approvals ©

Approvers

3) Use Git’s Pull (Merge) Request functionality to
include approval workflows
e modification of inventory
e modification of playbooks & roles

5

e modification of ‘master’ configs SRR W R S o R S o

Can override approvers and approvals required per merge request ©

© Remove all approvals in a merge request when new commits are pushed to its source branch



NETWORK SERVICE AUTOMATION - UNNAMED REF

Data Center and WAN Network Devices. > 10,000 Multi-vendor Devices — NXOS, JunOS, I0S-XR, EOS

Before Red Hat Automation Tools: ol > C— > EI
« Manual operator translation of daily changes to security (ACL) rules C— e

» Not Compliant with Operational Business Rules e [sieibdin SErmeE Identity
After:

» Ansible Tower + CloudForms

» Automated Rule Playbooks

Operational
Dashboard

e Daily Remediation of Business Rules

» Hours to Provision One Device Reduced to Minutes
Key Benefits:

» Fully Automated, Open, Secure

Saves Time — More Productive Teams

Fewer Mistakes / Errors

Significant Reductions in Complexity

Faster Deployments —> Lower Costs

Apply Across Other Service Deployments

Q redhat.



NETWORK VENDORS CAN’T AVOID TREND

e
CISCO.

-~ redhat

AUTOMATE CISCO ENVIRONMENTS
WITH RED HAT ANSIBLE AUTOMATION

Optimize workflows, aggregate IT platforms, and unify infrastructure teams

PARTNER SOLUTION OVERVIEW

NEW NETWORK SOLUTIONS FOR A NEW ERA

Enterprise networking and server connectivity have come a long way in the last few decades. From
traditional on-premise, appliance-based networks to new applications programming interface (API)-
focused, virtualized environments, the need for flexibility in management has never been greater.

Cisco is a global leader in compute, network, and cloud solutions for enterprises, data centers, and
any infrastructure in between. But as businesses expand and needs evolve, companies are search-
ing for new approaches to meet increased end-user demand while continuing to deliver value to

the business—all with limited resources. Automation will become an ever-increasing strategy for
enterprises, because as they are finding out, automation is no longer about getting ahead-it is more
about keeping up.'

Red Hat can help. As the global, trusted leader in open source solutions for today’s enterprises,
Red Hat has been helping organizations of all shapes and sizes adapt to continually changing IT
requirements. With Red Hat® Ansible® Automation as part of the Red Hat management portfolio,
organizations are now able to gain greater efficiency, deliver value faster, and solve IT and business
workflow challenges across the entire IT organization.

MANAGING MORE WITH LESS e ———
https://www.redhat.com/en/resources/automate-cisco-environments-ansible-automation-partner-solution-overview ‘ redhat.



https://www.redhat.com/en/resources/automate-cisco-environments-ansible-automation-partner-solution-overview

Swisscom Selects Red Hat Ansible Towerto Improve
Efficiency and Reduce Deployment Time

Red Hat Ansible Automation helps 'Swisscom stay competitive'and free resources for

stratégic tasks and innovation

To continue to successfully operate in the highly competitive network infrastructure market, Swisscom is

Bojan Nikolic, Head of I.T. Service Delivery, Swisscom

“We're very pleased with the progress of the project with Ansible Tower and we're ecstatic to have a central
solution for automation. We chose Ansible Tower partly because it's easy to use and learn. You can make
very fast progress compared to other configuration management tools. With our current deployment, we
can save many operation hours and invest the time of our engineers in more valuable tasks.”

constantly seeking ways to reduce costs, work more efficiently, and speed up response times. As part of
these ongoing efforts, the company sought to automate the management of its IT processes, systems, and
components.

Swisscom deployed Red Hat Ansible Tower for automation and orchestration across multiple environments
with different network configurations. After production implementation is complete, five teams of 80 users
will use Red Hat Ansible Tower to automate the management of about 15,000 components, including
servers, firewalls, network devices, and storage devices. For example, the team responsible for Swisscom
TV infrastructure services uses Red Hat Ansible Tower to automate and orchestrate radio stations and
monitoring its OpenStack platform.

Key benefits of Red Hat Ansible Tower for Swisscom include:

« Role-based access: this allows employees in a broad range of jobs complete tasks and actions, instead
of waiting for access permission to be granted manually.

« More effective collaboration on shared projects: teams can combine, centralize, and share Red Hat
Ansible Playbooks with the application and database teams, improving quality and standardization.

« Defining specific inventories for running playbooks and giving access to other teams or employees to
run processes on servers without requiring local server access. As a result, teams can focus on their
core work, and tasks can be completed faster and more accurately.

ZURICH/BERN — September 11, 2018 — Red Hat, Inc. (NYSE: RHT), the world's leading provider of open
source solutions, today announced that Swisscom, Switzerland’s largest telecommunications company and
one of its leading IT companies, has deployed Red Hat Ansible Tower as its enterprise-wide IT and network
automation platform. By using Red Hat Ansible Tower, Swisscom is able to focus on more valuable
development projects and accelerate response times for resource requests.

6¢“We're very pleased with the progress of the project with
Ansible Tower and we’re ecstatic to have a central solution for
automation. We chose Ansible Tower partly because it's easy to
use and learn. You can make very fast progress compared to
other configuration management tools. With our current
deployment, we can save many operation hours and invest the
time of our engineers in more valuable tasks.”

BOJAN NIKOLIC, HEAD OF LT. SERVICE DELIVERY, SWISSCOM

https://www.redhat.com/en/about/press-releases/swisscom-selects-red-hat-ansible-tower-improve-efficiency-and-reduce-deployment-time

Q redhat.



https://www.redhat.com/en/about/press-releases/swisscom-selects-red-hat-ansible-tower-improve-efficiency-and-reduce-deployment-time

SDN VS AUTOMATION

BENEFIT

Reconfigure the network from a central point

Reduced vendor lock in with commodity hardware

Leverage existing infrastructure

Decouple control plane from data plane

Reduced opex/capex costs

SDN

v

AUTOMATION

Q redhat.



NETCONF & OPENCONFIG

Ansible 2.4 and older

{OPENCONFIG

- hosts: rtrl
connection: local
] gather facts: no

Ansible 2.5
vars: .
Taain: netconf connection method
g
username: admin
password: ansible 1 BE
10 transport: netconf 2 - hosts: rtrl
11 ; connection: netconf
12 tasks: 4 remote user: admin
13 - name: Backup configuration 5
14 junos config: 6 tasks:
1 backup: yes 7 - name: Backup configuration
1€ provider: "{{login}}" 3 junos_config:
17 9 backup: yes

https://www.ansible.com/blog/coming-soon-networking-features-in-ansible-2.5

http://karneliuk.com/2018/08/new-netconf-modules-in-ansible-2-6-examples-for-arista-eos-cisco-ios-xr-and-nokia-sr-os/ ‘ redhat



https://www.ansible.com/blog/coming-soon-networking-features-in-ansible-2.5
http://karneliuk.com/2018/08/new-netconf-modules-in-ansible-2-6-examples-for-arista-eos-cisco-ios-xr-and-nokia-sr-os/

ANSIBLE TOWER Ul

specific version

6 TOWER PROJECTS INVENTORIES JOB TEMPLATES JOBS @ admin o = & 0]
JOB TEMPLATES @
NAME “ DESCRIPTION 2 ACTIVITY ACTIONS

. >
Bug Check P vl Y, @]
Continuous Compliance Validate ephemeral state 0000000000 ] @ 4 @
) ) Run basic checks against ®8 >
Daily Switch Report ol dlegides PPy f M @ & iy
Deploy Arista Pod deploy spine and leaf LAl v rd ]
Ops Playbook oo <4 @ 4 )
Provide a list of o000OGOGO
Run Ad-h d ¢
un oc Commands T 4 ig] @ & w
Sanitize Demo Reset Lab to Initial State o0 4 i) [l & T}
: Gather network related 0 ~
Troubleshoot Virtual M... Iifo for any VM S B @ o W
u de EOS t
Upgrade EOS Shmionitite sesesane f M @ & @

Q redhat.



ANSIBLE TOWER Ul

DETAILS PERMISSIONS GROUPS HOSTS SOURCES COMPLETED JOBS

Q KEY SYNC ALL + ADD SOURCE
SOURCES * TYPE ¢ ACTIONS

& darkbulb-nxos: autodiscovery_inventory Sourced from a Project @ B o W

TEMS 1-1

INVENTORIES HOSTS

NAME # TYPE 2

H ORGANIZATION 2 ACTIONS
I & @ darkbulb-nxos Inventory DEMO o
& ® Demo Inventory Inventory Default s ]

Playbook for devices discovery (sweep address range; facts + snmp) -> upload to Glt -> Use as Inventory in Ansible Tower

https://github.com/victorock/autodiscovery_inventory/blob/darkbulb-nxos/hosts.yaml
https://github.com/victorock/autodiscovery_inventory/blob/clean/main.yaml

Q redhat.


https://github.com/victorock/autodiscovery_inventory/blob/darkbulb-nxos/hosts.yaml
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ANSIBLE 019 CETEBOV MH®PACTPYKTYPb

Camble npuBneKatenbHbie CLLEHapUX NPUMEHEHUS
e Yactb DevOps n TpaHchoOpMaLMOHHOM NCTOPUM
o Kpome KOHTeMHepoB akTyaslbHa M aBToMaTu3auus legacy, a Network - Hanbonee legacy
o MoxHo gononnats Ansible ana UT, peanusoBbiBaTb napannenbHo, an, HA06OpOT, NepBbIM
e AnbTepHaTuBa/gonosiHeHue K BeHpopckum EMS/NMS
e AnbTepHatuBa BeHpopckmnm SDN
o  BMecTo 3aKkynku KOHTpoAnnepa U AOoN.JINLEH3UN

Camble npuBneKaTenbHble CLLEeHapUU NPUMEHEHUs
e HoBble gaTa-UEHTPbI U NPOEKTbl MOAEPHMU3ALMM CYLLECTBYHOLLMX
e TeppuTopuanbHO-pacnpeneneHHas MHDPaCTPyKTypa C TMNOBbIMKU B/I0KaMKU YCTPOICTB

BaxHo
e B koHkypeHTax Tonbko ‘Do Nothing’ u DIY. MonynapHbiit ans BM Puppet HeconoctaBuM, pasfinyHblie
SNMP cpenctBa ygauHo gononHsatotcs Ansible, HaumMHas ¢ HacTporkn SNMP 1 areHToB Ha yCTpOKMCTBe
e (CTOMMOCTb Mana Ha oHe 3aTpaT Ha ceTeBoe 060pyAOBaHME M OBCYXKMBAKOLLMX €ro Noaen

Q redhat



RED HAT ANSIBLE AUTOMATION (NETWORK)

NETWORK MODULES

* Developed, maintained, tested, and supported
by Red Hat

e 140+ supported modules and growing*
e Red Hat reports and fixes problems

e Networking modules included with Ansible Engine
offering, but the Ansible Engine Networking Add-On
SKU purchase is required for full support

*take special note of the specific supported platforms

NETWORKING ADD-ON
INCLUDED SUPPORT:
Arista EOS

Cisco 10S
Cisco I0S XR
Cisco NX-0OS
Juniper Junos
Open vSwitch
VyOS

Net (Platform-Agnostic)

Q redhat.



ANSIBLE - INMOJIE3HbIE PECYPCbI

Ansible Networking Homepage: https://www.ansible.com/overview/networking
Ansible & Ansible Tower https://www.ansible.com/resources/get-started https://docs.ansible.com/
Educational webinars https://www.ansible.com/resources/webinars-training

Videos. incl. Ansible Fest presentations https://www.ansible.com/resources/videos

Join the Community
Users list: ansible-project Development list: ansible-devel  Announce list: ansible-announce (read only)
irc.freenode.net: #ansible slack.networktocode.com: #ansible ansiblenetwork.slack.com

The Ansible Networking Linklight project is intended for effectively demonstrating Ansible's capabilities through
instructor-led workshops or self-paced exercises.https://github.com/network-automation/linklight

BebuHapbl @ru npo Ansible https://www.facebook.com/RedHatRussia/videos/1819400778131240/
Ansible ons Network: https://www.facebook.com/RedHatRussia/videos/2050866404944882/

Q redhat.
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https://www.ansible.com/resources/videos
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- redhat.
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