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ОСНОВНЫЕ ПРЕИМУЩЕСТВА ANSIBLE

• Простой язык на основе YAML

• Не требует навыков 
программирования

• Последовательное выполнение 
задач

• Автоматизация для всех

• Развертывание приложений

• Управление изменениями

• Автоматизация рабочих 
процессов

• Оркестрация между различными 
платформами

• Не требует агента на клиенте

• Меньше уязвимостей и 
сложностей с апдейтами

• OpenSSH & WinRM в качестве 
транспорта

• Эскалация привилегий

ПРОСТОТА В 
ИСПОЛЬЗОВАНИИ

ФУНКЦИОНАЛЬНЫЕ 
ВОЗМОЖНОСТИ

БЕЗОПАСНОСТЬ

БЫСТРО ПОЛУЧИТЬ 
РЕЗУЛЬТАТ И ПОВЫСИТЬ 
ПРОИЗВОДИТЕЛЬНОСТЬ

ОРКЕСТРАЦИЯ ПРИЛОЖЕНИЯ 
ИЛИ СЕРВИСА В ТЕЧЕНИЕ 

ЖИЗНЕННОГО ЦИКЛА

РАБОТАТЬ БОЛЕЕ 
ЭФФЕКТИВНО И БОЛЕЕ 

БЕЗОПАСНО



RED HAT ANSIBLE AUTOMATION

● Ansible - Язык для автоматизации ИТ-инфраструктуры и 
приложений с помощью сценариев

● Ansible Engine - Движок для запуска и работы 
сценариев

● Ansible Tower - платформа/система управления 
Ansible-автоматизацией корпоративного класса, 
обеспечивающая:

○ возможность автоматизировать рабочие процессы 
и определить взаимосвязь между сценариями

○ ролевая модель доступа для запуска сценариев
○ централизованное выполнение задач с 

регистрацией событий и их статусом
○ графический интерфейс и REST API



RED HAT ANSIBLE AUTOMATION

RED HAT ANSIBLE TOWER

RED HAT ANSIBLE ENGINE

Scale + operationalize your automation

Support for your Ansible automation

CONTROL KNOWLEDGE DELEGATION

SIMPLE POWERFUL AGENTLESS

FUELED BY AN INNOVATIVE OPEN SOURCE COMMUNITY



ANSIBLE - PROJECT & PRODUCT



ANSIBLE - ЭТО УНИВЕРСАЛЬНЫЙ ЯЗЫК

DEV QA/SECURITY IT OPERATIONSBUSINESS

Ansible is the first automation language that can be read and written across IT.

Ansible is the only automation engine that can automate the entire 
application lifecycle and continuous delivery pipeline.



ЧТО МОЖНО СДЕЛАТЬ, ИСПОЛЬЗУЯ ANSIBLE
Automate the deployment and management of your entire IT footprint. 

Orchestration

Do this...

Firewalls

Configuration 
Management

Application 
Deployment Provisioning Continuous 

Delivery
Security and 
Compliance

On these...

Load Balancers Applications Containers Clouds

Servers Infrastructure Storage And more...Network Devices



КОНВЕРТИРУЕМ ПРОЦЕДУРЫ В ANSIBLE PLAYBOOKS

PlaybookMethod of Procedure

● Define Intent, Policy, Architecture

● Apply across device type, vendor

1. Create VLAN

2. Add port to VLAN

3. Address Interface



ANSIBLE AUTOMATION ARCHITECTURE

[web]
webserser1.example.com
webserver2.example.com
[fw]
asa1.example.com

Сценарии в формате YAML
Задачи выполняются 
последовательно
Вызов встроенных модулей

Встроенные модули 
Python, любой другой язык
Расширяют функционал

опционально - vars

https://docs.ansible.com/ansible/latest/modules/modules_by_category.html 

https://docs.ansible.com/ansible/latest/modules/modules_by_category.html


ANSIBLE PLAYBOOK (СЦЕНАРИЙ)
- hosts: network

  vars:
    site_domain_name: 'example.net'
    network_name_servers:
      - 8.8.8.8
      - 8.8.4.4
    log_host: 10.2.2.3

  tasks:
    - name: Configure the hostname and domain name

 net_system:
   hostname: "{{ inventory_hostname }}"
   domain_name: "{{ site_domain_name }}"
   name_servers: "{{ network_name_servers }}"

    - name: configure host logging
 net_logging:
   dest: host
   name: "{{ log_host }}"

Inventory: The devices to configure

Variables: The key/value pairs that change 
from device to device

Tasks: The tasks to perform on those devices



ANSIBLE MODULE EXAMPLE - ‘COMMAND’

- hosts: network
  gather_facts: no
  connection: local
  tasks:
    - name: show version

  ios_command:
    commands:
      - show version
    wait_for:
      - result[0] contains 

Version
    register: results

- set_fact:
    ver: "{{ results.stdout[0]|regex_search('Version ([0-9.]+)','\\1') }}"

- debug: var=ver

PLAY [network] 
****************************************************************************
TASK [show version and show interfaces] 
****************************************************************************
ok: [rtr1]

TASK [set_fact] 
****************************************************************************
ok: [rtr1]

TASK [debug] 
****************************************************************************
ok: [rtr1] => {
    "ver": [
        "16.06.01"
    ]
}
PLAY RECAP 
****************************************************************************
rtr1                       : ok=3    changed=0    unreachable=0    failed=0

● Executes command on device
● Provides output for further 

processing



ANSIBLE MODULE EXAMPLE - ‘CONFIG’

- hosts: network
  gather_facts: no
  connection: local
  tasks:
    - name: configure hostname
      ios_config:
        lines:
          - "hostname {{ inventory_hostname }}"

First Run:
PLAY [network] 
****************************************************************************
TASK [configure hostname] 
****************************************************************************
changed: [rtr1]

PLAY RECAP 
****************************************************************************
rtr1                       : ok=1    changed=1    unreachable=0    failed=0

Second Run:
PLAY [network] 
****************************************************************************
TASK [configure hostname] 
****************************************************************************
ok: [rtr1]

PLAY RECAP 
****************************************************************************
rtr1                       : ok=1    changed=0    unreachable=0    failed=0



ANSIBLE MODULE EXAMPLE - ‘FACTS’

- hosts: network
  connection: local
  gather_facts: False
  tasks:

    - name: Get facts
      ios_facts:
        gather_subset: all

    - debug: msg="Serial Number is {{ ansible_net_serialnum }}"

PLAY [network] 
****************************************************************************

TASK [Get facts] 
****************************************************************************
ok: [rtr1]

TASK [debug] 
****************************************************************************
ok: [rtr1] => {
    "msg": "Serial Number is 9G2OX4MKLVP"
}

PLAY RECAP 
****************************************************************************
rtr1                       : ok=2    changed=0    unreachable=0    failed=0



ANSIBLE GALAXY. РОЛИ

Роли позволяют объединить сценарии совместно с задачами, переменными, шаблонами

https://galaxy.ansible.com/ 

Ansible Galaxy - репозиторий, содержащий более 15000 ролей, открытых и готовых к использованию

https://galaxy.ansible.com/


ПРИМЕР - РОЛИ ANSIBLE ДЛЯ ACL

https://github.com/privateip/network-demo 

https://github.com/privateip/network-demo


RED HAT ANSIBLE TOWER



ANSIBLE TOWER ARCHITECTURE

https://www.ansible.com/products/tower 

https://www.ansible.com/products/tower


ANSIBLE TOWER - АВТОМАТИЗАЦИЯ

• Запуск сценариев нажатием одной кнопки

• Импорт сценариев из SourceControlManagers (SCM, e.g. Git)

• CLI, REST API, remote execution, интеграции с CI/CD tools



ANSIBLE TOWER - КОНТРОЛЬ И RBAC

• Регистрация всех действия в БД

• Статус выполнения сценариев (Jobs)

• История выполненных задач

• Управление на уровне организаций, рабочих групп

• Хранение пользовательских данных в шифрованном виде

• Не надо иметь учетки на клиентах



ANSIBLE TOWER - УПРАВЛЕНИЕ

• Динамическая инвентаризация клиентов

• Запуск сценариев по расписанию

• Использование опросника для задания доп. параметров

• Уведомления в режиме реального времени



ANSIBLE TOWER - УПРАВЛЕНИЕ ‘WORKFLOW’

Встроенный редактор рабочих процессов / workflow:

• Возможность группировать сценарии в зависимости от условий и результатов выполнения предыдущего

• Ролевая модель и результат выполнения задач

Provision → Configure → Deploy → Scale

Build → Test → Promote → Verify → Deploy



ANSIBLE AUTOMATION - NETWORKING



MANAGING NETWORKS
HASN’T CHANGED

IN 30 YEARS.

● Networks are mission critical
● Every network is a unique snowflake
● Ad-hoc changes that proliferate
● Vendor specific implementations
● Testing is expensive/impossible



NETWORKTOCODE – NETDEVOPS SURVEY (NOV. 2016)



Control Node Managed Network Devices

Control Node:  
Any client system (server, laptop, VM) 

running Linux or Mac OSX

Managed Nodes (Inventory):  
A collection of endpoints being 

managed via SSH or API.

Modules:  
Handles execution of remote 

system commands 

Inventory

Playbook

Module
s

SSH

NETCONF

SSH, API

Network Element

Network Element

Network Element

КАК РАБОТАЕТ ANSIBLE -> NETWORK



INFRASTRUCTURE AS YAML
● Automate backup & restores

● Manage “golden” versions of configurations

CONFIGURATION MANAGEMENT
● Changes can be incremental or wholesale

● Make it part of the process: agile, waterfall, etc.

ENSURE AN ONGOING STEADY STATE
● Schedule tasks daily, weekly, or monthly

● Perform regular state checking and validation

Three high-level benefits for successful network operations

ANSIBLE - START SMALL, THINK BIG



Use Ansible to manage, validate, and continuously track 
heterogeneous network device configurations and deployments.

PHYSICAL NETWORK 
STATE VALIDATION

HYBRID CLOUD & CONTAINER
NETWORK INTERCONNECT

DATA CENTER 
FABRIC AUTOMATION

https://www.ansible.com/overview/networking
  

630+ 
Networking 

modules

45 
Networking 
platforms

TRANSFORMING THE NETWORKING



7 Platforms
28 Modules

17 Platforms
141 Modules 

29 Platforms
267 Modules 

33 Platforms
463 Modules

Persistent 
Connections

NETCONF 
Support

2.1
May 2016

2.2
Oct 2016

2.3
Apr 2017

2.4
Sep 2017

NETWORK AUTOMATION PROGRESS

Declarative 
Intent

Aggregate
Resources 

Platform 
Agnostic

40 Platforms
572 Modules

2.5
Mar 2018

network_cli
connection

plug-in

NETCONF
connection

plug-in

Better
Logging

XML
Filters

More
Docs

 v                                                                                       
vv

Полный список поддерживаемых Red Hat 
Ansible Engine Networking Add-On платформ 
и модулей:
https://access.redhat.com/solutions/3184741
https://docs.ansible.com/ansible/latest/modul
es/network_maintained.html 

https://docs.ansible.com/ansible/devel/modules/list_of_network_modules.html 

45 Platforms
639 Modules

2.6
Jun 2018

net_get

net_put

netconf_get

netconf_rpc

httpapi 
connection 

plug-in



NETWORK MODULES: BUILT-IN DEVICE ENABLEMENT

A10

Apstra AOS

Arista EOS, CVP

Aruba Networks

AVI Networks

Big Switch Networks

Brocade Ironware

Cisco ACI, AireOS, ASA, IOS, 
IOS-XR, Meraki, NSO, NX-OS
Citrix Netscaler

Cumulus Linux

Mellanox ONYX

Ordnance

NETCONF

Netvisor

OpenSwitch

Open vSwitch (OVS)

Palo Alto PAN-OS

Nokia NetAct, SR OS

Ubiquiti EdgeOS

VyOS

Dell OS6, OS9, OS10

Exoscale

Extreme EX-OS, SLX-OS

F5 BIG-IP, BIG-IQ

Fortinet FortIOS, FMGR

Huawei CloudEngine

Illumos

Infoblox NIOS

Juniper JunOS

Lenovo CNOS, ENOS



PLAYBOOK EXAMPLE: NETWORK AUTOMATION
--- 

- name: configure ios interface

  hosts: ios01

  tasks:    

    - name: collect device running-config

      ios_command:

        commands: show running-config interface GigabitEthernet0/2

        provider: “{{ cli }}”

      register: config

    - name: administratively enable interface

      ios_config:

        lines: no shutdown

        parents: interface GigabitEthernet0/2

        provider: “{{ cli }}”

      when: ‘”shutdown” in config.stdout[0]‘

    - name: verify operational status

      ios_command:

        commands: 

     - show interfaces GigabitEthernet0/2

     - show cdp neighbors GigabitEthernet0/2 detail

        waitfor:

     - result[0] contains ‘line protocol is up’

     - result[1] contains ‘iosxr03’

     - result[1] contains ’10.0.0.42’

        provider: “{{ cli }}”

            

(ansible)[network]$ ansible-playbook ios_interface.yaml

PLAY [configure ios interface] *************************************

TASK [collect device running-config] *******************************

ok: [ios01]

TASK [administratively enable interface] ***************************

changed: [ios01]

TASK [verify operational status] ***********************************

ok: [ios01]

PLAY RECAP *********************************************************

ios01               : ok=3   changed=1   unreachable=0   failed=0



EXTRAS FOR NETWORK AUTOMATION

Network Facts:
For non-Linux systems 
there are vendor 
specific modules for 
fact collection

Network 
Resource 
Modules

● Per Platform Implementation
● Focused on managing a resource
● Declarative by design
● Handles complexity



EXTRAS FOR NETWORK AUTOMATION, #2

Loop Method 
(“with_items”)

Aggregate 
Method
(new - 
Ansible 2.4)

https://www.ansible.com/blog/
accelerate-ansible-networking-
aggregate-resources



DECLARATIVE INTENT WITH ANSIBLE

- name: validate bgp neighbor
  net_bgp_neighbor:
    peer: 1.1.1.1 
    nbr_state: established
    pfx_rx: 16593
    pfx_tx: 132

- name: configure bgp neighbor
  net_bgp_neighbor:
    peer: 1.1.1.1
    remote_as: 65000
    enabled: yes

CONFIGURATION
Only perform configuration. Ignore resource state on the device

VALIDATE STATE
Only perform state validation. Ignore configuration of the resource

- name: configure interface
  net_interface:
    name: GigabitEthernet0/2
    description: public interface configuration
    enabled: yes
    state: connected
    neighbors: 
      - host: core-01
        port: Ethernet5/2/6

Declared 
Configuration

Intended 
State

https://www.ansible.com/blog/networking-features-in-ansible-2-4
https://www.ansible.com/blog/coming-soon-networking-features-in-ansible-2.5#Module 

N.B. Not All 
Modules & 
Parameters



GIT FOR NETWORK AUTOMATION

1) Store everything in Git with version control:
● playbooks, roles, inventories, 
● configs, other files

2) Track drift of config files with diff in Git

3) Use Git’s Pull (Merge) Request functionality to 
include approval workflows

● modification of inventory
● modification of playbooks & roles
● modification of ‘master’ configs



NETWORK SERVICE AUTOMATION - UNNAMED REF

High Availability Automation Tools
CloudForms + Ansible Tower

StorageCompute IdentityNetworking

Operational
Dashboard

Before Red Hat Automation Tools:
• Manual operator translation of daily changes to security (ACL) rules

• Not Compliant with Operational Business Rules

After:
• Ansible Tower + CloudForms

• Automated Rule Playbooks

• Daily Remediation of Business Rules

• Hours to Provision One Device Reduced to Minutes

Key Benefits:
• Fully Automated, Open, Secure

• Saves Time – More Productive Teams

• Fewer Mistakes / Errors

• Significant Reductions in Complexity

• Apply Across Other Service Deployments Faster Deployments –> Lower Costs

Data Center and WAN Network Devices. > 10,000 Multi-vendor Devices – NXOS, JunOS, IOS-XR, EOS



NETWORK VENDORS CAN’T AVOID TREND

https://www.redhat.com/en/resources/automate-cisco-environments-ansible-automation-partner-solution-overview 

https://www.redhat.com/en/resources/automate-cisco-environments-ansible-automation-partner-solution-overview


https://www.redhat.com/en/about/press-releases/swisscom-selects-red-hat-ansible-tower-improve-efficiency-and-reduce-deployment-time 

https://www.redhat.com/en/about/press-releases/swisscom-selects-red-hat-ansible-tower-improve-efficiency-and-reduce-deployment-time


SDN VS AUTOMATION

BENEFIT SDN AUTOMATION

Reconfigure the network from a central point

Reduced vendor lock in with commodity hardware

Leverage existing infrastructure

Decouple control plane from data plane

Reduced opex/capex costs

✔ ✔

✔

✔

✔

✔

✔

✖

?

?



NETCONF & OPENCONFIG

https://www.ansible.com/blog/coming-soon-networking-features-in-ansible-2.5
 
http://karneliuk.com/2018/08/new-netconf-modules-in-ansible-2-6-examples-for-arista-eos-cisco-ios-xr-and-nokia-sr-os/ 

https://www.ansible.com/blog/coming-soon-networking-features-in-ansible-2.5
http://karneliuk.com/2018/08/new-netconf-modules-in-ansible-2-6-examples-for-arista-eos-cisco-ios-xr-and-nokia-sr-os/


ANSIBLE TOWER UI



ANSIBLE TOWER UI

Playbook for devices discovery (sweep address range; facts + snmp) -> upload to GIt -> Use as Inventory in Ansible Tower
https://github.com/victorock/autodiscovery_inventory/blob/darkbulb-nxos/hosts.yaml
https://github.com/victorock/autodiscovery_inventory/blob/clean/main.yaml 

https://github.com/victorock/autodiscovery_inventory/blob/darkbulb-nxos/hosts.yaml
https://github.com/victorock/autodiscovery_inventory/blob/clean/main.yaml


ANSIBLE ДЛЯ СЕТЕВОЙ ИНФРАСТРУКТУРЫ
Самые привлекательные сценарии применения

● Часть DevOps и Трансформационной истории
○ Кроме контейнеров актуальна и автоматизация legacy, а Network - наиболее legacy
○ Можно дополнять Ansible для ИТ, реализовывать параллельно, или, наоборот, первым

● Альтернатива/дополнение к вендорским EMS/NMS
● Альтернатива вендорским SDN 

○ Вместо закупки контроллера и доп.лицензий

Самые привлекательные сценарии применения
● Новые дата-центры и проекты модернизации существующих
● Территориально-распределенная инфраструктура с типовыми блоками устройств

Важно
● В конкурентах только ‘Do Nothing’ и DIY. Популярный для ВМ Puppet несопоставим, различные 

SNMP средства удачно дополняются Ansible, начиная с настройки SNMP и агентов на устройстве
● Стоимость мала на фоне затрат на сетевое оборудование и обслуживающих его людей



RED HAT ANSIBLE AUTOMATION (NETWORK)

• Developed, maintained, tested, and supported 
   by Red Hat

• 140+ supported modules and growing*

• Red Hat reports and fixes problems

• Networking modules included with Ansible Engine    
  offering, but the Ansible Engine Networking Add-On 
  SKU purchase is required for full support

*take special note of the specific supported platforms

NETWORK MODULES NETWORKING ADD-ON 
INCLUDED SUPPORT:
Arista EOS

Cisco IOS

Cisco IOS XR

Cisco NX-OS

Juniper Junos

Open vSwitch

VyOS

Net (Platform-Agnostic)



ANSIBLE - ПОЛЕЗНЫЕ РЕСУРСЫ
○ Ansible Networking Homepage: https://www.ansible.com/overview/networking 

○ Ansible & Ansible Tower https://www.ansible.com/resources/get-started https://docs.ansible.com/ 

○ Educational webinars https://www.ansible.com/resources/webinars-training 

○ Videos. incl. Ansible Fest presentations https://www.ansible.com/resources/videos 

○ Join the Community
Users list: ansible-project Development list: ansible-devel Announce list: ansible-announce (read only)
irc.freenode.net: #ansible slack.networktocode.com: #ansible ansiblenetwork.slack.com

○ The Ansible Networking Linklight project is intended for effectively demonstrating Ansible's capabilities through 
instructor-led workshops or self-paced exercises.https://github.com/network-automation/linklight 

○ Вебинары @ru про Ansible https://www.facebook.com/RedHatRussia/videos/1819400778131240/ 
Ansible для Network: https://www.facebook.com/RedHatRussia/videos/2050866404944882/ 

https://www.ansible.com/overview/networking
https://www.ansible.com/resources/get-started
https://docs.ansible.com/
https://www.ansible.com/resources/webinars-training
https://www.ansible.com/resources/videos
http://groups.google.com/group/ansible-project
http://groups.google.com/group/ansible-devel
http://groups.google.com/group/ansible-announce
https://github.com/network-automation/linklight
https://www.facebook.com/RedHatRussia/videos/1819400778131240/
https://www.facebook.com/RedHatRussia/videos/2050866404944882/



